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Malicious Phishing Emails 
 
Unsolicited junk mail accounts for more than 85% of the world's e-mail traffic. Many of these emails are 
malicious phishing messages aimed at fooling recipients into clicking links or providing information such 
as email passwords. Here’s an example: 

 

The first indicator that this is not sent by NDNU OIT is that the From address is not an NDNU email 
address. 

What about the “Login here” link in the body of the message? You can hover your cursor over a link 
without actually clicking on the link to see what URL the link points to: 

 

A callout box reveals that the URL is not an NDNU page. 

In the above case, it was easy to determine that this was a fraudulent email. But not all are as obvious; 
sometimes the messages will have customized content that may even include branded logos: 

 

This one where it’s helpful to hover the cursor over the link as shown; it’s not an NDNU web page.   
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Spoofed Email Addresses 
 
Not all malicious emails are to spot, because in many cases, the From email address is spoofed to 
appear to have been sent from someone else. Spoofing is quite common; Google “How Spammers Spoof 
Your Email Address” to read up on it. Here’s what can happen: 

 You receive a message that has your email address in the From field, but you never sent the 
email. 

 A colleague forwards you a suspicious email he/she received that has you as the sender, but you 
never sent it. 

 You receive Undeliverable messages for spam emails that you never sent. 

If you receive “undeliverable” messages for emails you didn't send, log-in to your email account on the 
mymail.ndnu site, then: 

1) Look in your Sent Items folder, and see if there are sent messages you didn't send. If there are 
none,  

2) Check to see if there are any Rules you didn't set-up in Outlook. You can check that in your 
Outlook Web App: click Options, then Inbox Rule. There are cases where the entity that hijacks 
the account creates a rule to delete incoming or outgoing messages so that the account owner 
isn’t aware of anything wrong. 

 
If there are no Sent Items messages, and no Rule that you didn’t set up, it’s unlikely that your account 
has been compromised. Check with OIT Help Desk if you’re not sure. 

What Can Happen If You’re Fooled 

We’ve all received fraudulent messages that have official-sounding Subject lines, such as “Web-Admin,” 
“System Administrator,” or “Help Desk.” They typically make claims such as, “Mailbox Quota has been 
exceeded,” “Mailbox is over its size limit,” “Confirm your email address,” etc.  

If you fall for this ruse, and click the link, a site will open where you’ll be asked to type in your username 
and password. If you do that, major problems will ensue, for you, and NDNU. Knowing your password, 
the phisher will be able to hijack your account, then use it to send large volumes of spam messages. 
Internet monitoring entities and ISP's will see this volume of spam messages coming from the ndnu 
domain, and may systematically begin blocking any and all emails from our domain. One person 
unwittingly providing his/her password in response to a phishing email can lead to entire domains (gmail, 
hotmail, yahoo, etc.) rejecting any emails coming from any NDNU email address. When OIT detects that 
an NDNU account has been compromised, we immediately disable the account, and purge any emails 
that are queued to be sent. We keep the account disabled for at least one week. 

Please be wary of these threats, and carefully examine emails that ask you to submit personal info such 
as passwords, credit card numbers, etc.. Note who is the sender; even if looks like it’s from someone you 
know, it may be that the From address is “spoofed.” Look at the URL in the body of the message; even if 
it looks official, hover your cursor above it so that you can see the real URL. It won’t be from NDNU. 

Note that even just clicking a link and opening a web page without ever providing your username/ 
password info can result in an attack on your computer known as a drive-by install, an exploit that 
downloads and runs malware silently, without the warnings or dialogs one would expect. 

The best defense against these threats is to have an informed community fully aware of the prevalence of 
these social-engineering (designed to motivate you through risk or reward to take action) malicious 
emails, so that we all learn to recognize, then delete them. 
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NDNU Mailfilter 

NDNU's Sophos email intrusion prevention mailfilter receives anti-spam/anti-malware/anti-virus updates 
regularly, and blocks more messages than it passes. Most messages sent to our mail system are 
discarded before they are delivered because they’re recognized as spam or malicious.  

But when an email is coming from a legitimate email address that’s just been hijacked, it passes. Usually 
the sender's email provider shuts down the account quickly (after recognizing the high volume of 
messages being sent out of their system, or having received an Internet Abuse notification from their 
ISP). But by then, the message has gone out to potentially thousands of recipients, and if just one person 
is fooled into submitting personal account info, the cycle of hijacked accounts and spam attacks 
continues. 

When OIT becomes aware of a malicious email that is sent to many NDNU accounts, we are able to run a 
process that extracts all instances of the message from our mailboxes. However, sometimes such 
message are only sent to a few users, so we are not able to remove all malicious messages from 
legitimate senders. 

Our email protection system (mailfilter) quarantines messages recognized as potential spam. Each 
Wednesday, you’ll receive an email like the one below : 

 
 
This is a legitimate email, and the only one you’ll receive from NDNU OIT that has clickable links. 


